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Information Technology, E-mail & Internet Policy
POLICY STATEMENT:
E-mail is recognised as one of Trinity’s core methods of communication but should not be solely relied upon in all situations.  This Policy provides clear guidance for communicating by e-mail and sets out what is and what is not appropriate.

It also provides information on the use of the Internet.  It explains what the Internet may be used for, who may use it and the standards that must be applied when it is used.

This Policy is designed to provide a consistent approach to the use of I.T. systems at Trinity, using e-mail and the Internet and clarify areas of responsibility.
RELATED POLICIES AND PROCEDURES:

23A – Information Management Policy
29A – Brian House Communication Policy
41A – Data Protection Policy

  6B – Disciplinary Policy & Procedure

10B – Harassment, Bullying & Equality
A05 – Operational Guidance for Accessing Confidential Information Remotely

Tbc – Policy to Ensure the e-Safety of Children
RESPONSIBILITY AND ACCOUNTABILITY:

	Policy formulation and review:
	Facilities Manager

	Approval:
	Finance & Retail Director

	Compliance:
	All Staff & Volunteers


Last Review Date:
July 2015
Next Review Due by:
July 2017
1. Responsibilities and Definitions

Users are any members of staff, volunteers or others with user accounts.  Managers must ensure that they provide this Policy during induction/upon re-issue.  The Network is the secure network(s) that user accounts access either via cable or wirelessly, on or off site.

The System or Systems may refer to one or more of the Network, Network Drives, Intranet, Applications, Data Storage Solutions, Communications, Telecoms, Mobile Phones, Other Devices, Software or Hardware.  The Systems Administrator is the Facilities Manager.

Technical Support means the Helpdesk of the Blackpool Teaching Hospital NHS Trust’s Information and Communications Technology (ICT) Department, who are responsible for providing technical support by means of Service Level Agreement and should be the first point of call.  Contact them on 951016 or by e-mail at it.helpdesk@bfwhospitals.nhs.uk 
All installation of software and hardware must be requested via the Service Desk, who may seek permission from or inform a Line Manager or Systems Administrator.
Any changes to or new user accounts (e.g. name changes, permission changes to shared network folders or calendars etc.) must be requested via the forms available on the Trintranet.  Support Services will then act on that, maintaining records in line with pre-agreed procedures and liaising with the Systems Administrator for advice where required.
2. Access
Means of access to the network will be from networked terminals, laptops, mobile phones, tablets etc. (all hereafter referred to as Devices).  Non-Trinity issued and/or personal devices may not be plugged into any network points unless authorised in advance by the Systems Administrator.
3. Patient/Visitor Access/Wi-fi
Own devices on Trinity network: Visitors/patient’s may connect their own devices to wi-fi provided by Trinity.  Instructions for connection are available to print from the Trintranet home page and access is available via a portal whereby a mobile phone number must be provided to receive a PIN that enables access linked to that mobile.
Trinity devices on Trinity network: Device(s) may also be provided by Trinity for use by patients/visitors (e.g. iPads/PCs in Brian House).  These devices may be connected to a different network and all have safeguarding/security software installed.
Own devices on own network: Use of patient’s own devices on their own network (e.g. mobile phone network) is not controllable by Trinity and so staff/volunteers should report any concerns regarding inappropriate use to the Clinical or Medical Director.

Staff/Volunteer devices: Staff/volunteers are only permitted to connect personal devices to any Trinity wireless network for own use where this complies with Section 7.

4. Internet Use

4.1 Users are responsible for taking reasonable steps to ensure that through their actions or negligence, viruses or other malicious software is not introduced into Trinity’s systems or onto any devices and for reporting all concerns.
4.2 Internet use, (business or personal) mustn’t compromise Trinity or bring it into disrepute. Internet access for business purposes must be role-relevant to the user.
4.3 Users may be required to justify why they have accessed or attempted to access particular site(s) irrespective of whether it was for business or personal reasons.  It is the responsibility of all staff and volunteers to co-operate with this.
4.4 Any concern about Computer viruses or suspicion of infection or other security compromise must immediately be reported directly to the I.T. Service Desk.
5. E-mail Use

5.1 All staff must ensure that they keep up-to-date with e-mails sent to them at a sufficient frequency (commensurate with their role) by logging in and checking their inbox.  If you are unsure what/how often that is or you have any difficulties doing it, you must tell your Manager.  Whilst e-mail is a core means of communication at Trinity, depending upon the subject matter it may not always be the most appropriate method or may need to be supported by other method(s).
5.2 E-mail, like other means of communication, is to be used to support Trinity.  Staff may use e-mail to communicate informally with colleagues but so long as the communication is professional, appropriate, polite and work related...
5.3 …incorrectly prefixed e-mails are captured and forwarded to the Systems Administrator to review.  Such mail will be forwarded on if the intended recipient(s) are known and the original email deleted.  They will just be deleted if clearly junk.  If they do not appear to be work-related a reply will be sent from an Administrator account to advise the sender that the content is not work related.  The staff member(s) and their Line Manager(s) will be copied in to that response.
5.4 E-mail is now accepted as carrying the same weight as hand-written, signed documents.  It can therefore be accepted as authorisation for significant or legal agreements or confirmation of facts etc. but you are advised to keep a hard copy safely filed for significant dealings.  Conversely, do not ever send a message that could be a legal commitment or contract unless you have authority to do so.
5.5 Users are responsible for general housekeeping involving their mailboxes, which have a maximum size.  Users need to keep their mailboxes clear by deleting e-mails (including sent) no longer required and moving e-mails that are needed to a personal folder or data file stored elsewhere.  See the Trintranet for guidance.
5.6 E-mail must not be sent to excessive numbers of people, internally or externally unless it is directly relevant to their job (or a targeted mail-shot).  For example, never select all global address lists or global distribution lists.  Please contact the I.T. Service Desk for advice about contacting such large numbers of users.
5.7 Setting high priority on an e-mail means it is where possible delivered ahead of other messages.  Only use this therefore if a message is genuinely of high priority.

5.8 Sending of large attachments must be avoided where possible.  A variable maximum attachment size applies.  If attachment(s) exceed the limit you will receive a non-delivery-report (NDR).  Please contact Support Services for advice.
5.9 Viruses and other malware can be received via attachments or links within e-mail.  If you receive an e-mail with a subject/content that is not connected with business (e.g. ILOVEYOU, life is strange, V.Funny etc) then please just delete it.  If you are concerned contact the Service Desk for advice.  But do not open it or forward it.
6. Data Security (always seek advice from an appropriate source in cases of uncertainty)
Users must be aware that the Internet is not a secure network and must not be used to pass confidential information unencrypted.  E-mails containing sensitive information such as medical records, patient data or a username and passwords together that can access such must thus be excluded from transmission across the Internet unless encrypted.  A ‘send secure’ facility can be obtained upon request from the Systems Administrator.
E-mails sent between multiple Trinity e-mail addresses and/or any e-mail address within the global address books do not leave the network and are therefore intrinsically secure.  If you are unsure, please ask the Systems Administrator for advice.
Users must never leave any device logged in and accessible.  Lock your user account by pressing ctrl, alt+del and selecting ‘lock this computer’ and/or log out of generic clinical builds. Ensure SmartCard rules are met and cards never lent, left unattended etc.
Patient identifiable data or data relating to any other individuals (see Data Protection Policy) must never be printed unsecured to a public location.  Use a printer local to where you are and if you must print to a printer out of sight ensure to use Secure Print.

7. Reasonable Personal Use of the Systems
Reasonable personal use (see below for definitions) of the Internet and e-mail from networked terminals or patient/visitor wi-fi on personal devices is permitted provided that such use is:

· authorized in advance by your Manager
· takes place during authorised breaks
· is not excessive and complies with this Policy in terms of propriety
‘Reasonable’ cannot be fully defined and as such is open to a degree of interpretation.  It is in this interpretation that users must exercise good judgement, as an abuse of the facilities could lead to disciplinary action against the individual/group involved and may result in the privilege being withdrawn from all.  Please ask your manager for advice.
‘Personal use’ means that users may send/receive necessary e-mails where contacting them whilst at work would otherwise be awkward and may browse the Internet for general information.  However, for reasons of propriety, security or system stability users are specifically not permitted to carry out any of the following activities:

· On-line gambling

· Search for or view adult, racist, sexist or any other potentially offensive material

· Log on to Social Networking Sites (see section 8. for further information)
· Attempt to by-pass security or other systems that are in place to protect the systems

· Access streaming media, including audio (e.g. radio) unless specifically related to their role as this reduces available bandwidth and directly impacts essential applications including database and patient administration systems
This list should be viewed as a guide and is not exhaustive.  Reasonable common sense should be applied.  If you are unsure in any way you must ask your Line Manager.

8. Unacceptable Use of Internet / E-mail
8.1 Any nudity, pornography, obscenity or anything else that could reasonably be considered potentially inappropriate, offensive, indecent or discriminatory.
8.2 Sending an e-mail in anger or whilst frustrated – remember: it’s permanent.  Also DO NOT USE CAPITAL LETTERS AND/OR only bold text or even worse, both; that is the electronic EQUIVALENT OF SHOUTING.
8.3 Attempting to download software or multimedia unless for business purposes and with permission from the Systems Administrator and/or Technical Support.
8.4 Engaging in or encouraging activities that make unproductive use of time or that could affect the performance of, damage or overload Systems, including chain e-mails and jokes.  If you receive such e-mail you must delete it.  Repeated receipts from the same person must be discouraged directly with the sender and if they still persist, must be reported to your line manager.  Never forward such e-mail to others as that is the same as having initiated it in the first place.

8.5 Undertaking activities that may be offensive or incur personal liability or liability on the part of Trinity or that could adversely affect Trinity’s reputation.
8.6 Attempting to access data that is known or ought to be known is private, confidential or protected under the Data Protection Act or seeking to gain access to restricted areas of the network or breach or circumvent firewalls or other security systems.
8.7 Joining or subscribing to any services for which charges may be incurred by Trinity.  Trinity will not be responsible for any charges incurred by any user in this way and any such costs may be recovered directly from salary.
8.8 Accessing streaming media (including online radio) unless specifically related to your role or otherwise authorised (e.g. Fundraising monitoring radio for an advert that Trinity has placed).  Streaming any media reduces available bandwidth and therefore can directly impact essential applications including the patient administration, financial and database systems. 
9. E-mail Non-Delivery Reports (NDR’s)
Where an e-mail message is not delivered the Messaging Service will always return an NDR. This will almost always cite the reason for the non-delivery, such as “recipient not recognised by the destination server”.  Please read the information in an NDR before raising a request for I.T. support, it may be that a simple email address correction is required or it may show that the intended recipient’s system/server has rejected it, meaning they need to resolve it.  Ask the Service Desk for advice if required.
10. Social Networking Sites (SNS’s)
Please note: other rules/guidelines from professional bodies such as the NMC apply to this and other sections of this policy and you need to keep up to date with their requirements as they apply to you.  Action may be taken by those bodies for members’ infringements of their rules.  Any such infringement will be considered to have contravened this Policy.  See Appendix I for example (NMC) guidance applicable to this.
This section addresses issues around SNS’s such as Facebook and Twitter but its principles are to be applied to any and all forms of online communication, including personal websites and blogs, discussion boards, email groups and instant messaging. It also covers all kinds of content shared online, including text, photographs, images, video and audio files.
Social Networking sites (SNS’s) are becoming increasingly popular and many staff and volunteers are likely to be users.  SNS’s are not included in Reasonable Personal Use above and may not be used during work hours or on Trinity’s devices (unless for legitimate work purposes - only likely to be related to Trinity’s own social networking, managed by the Fundraising team).

While the right to use SNS’s outside of working hours exists you must remain aware that this does not alleviate the responsibility and requirements imposed by your Contract of Employment and any breech of that contract may result in disciplinary action (up to and including summary dismissal) being taken against staff.  Volunteers may be asked to leave.  This applies even if the activity occurred outside working hours/away from work.

Therefore, personal use of SNS’s must be compatible with the ethical standards that Trinity could reasonably expect of its staff and volunteers, who must not engage in any activity or conduct themselves in such a manner which may discredit Trinity.  

This specifically includes (but is not restricted to):

· Disclosing confidential information (including names) of patients, visitors or colleagues

· Making derogatory comments about colleagues (whether named or not)

· Making derogatory comments about Trinity or the services it provides

· Expressing a view that seems to be on behalf of Trinity

· Giving information about others e.g. colleagues’ names, when colleagues are working, cars they drive etc.

· Posting anything else that could cause embarrassment or damage to Trinity

· Posting any photographs that could breach patient confidentiality or data protection rules (e.g. photos taken with a patient, staff member or readable documents visible)

· Venting about colleagues.  If anyone has a genuine grievance connected to their role within the Organisation then they must address it in the appropriate way via the relevant policy & procedure and it will be dealt with.

Issues relating to SNS’s and other online activity including but not limited to the preceding and following content of this Policy will be treated as seriously as real-world events. Online bullying, for example, can be intrusive and distressing, and sharing confidential information online can be more damaging than sharing it verbally.  When considering the circumstances of a complaint involving online activity, it can be useful to make a direct comparison with a real-world activity to ensure the seriousness of the complaint is judged appropriately.
11. USB Storage Drives
USB connections are used to attach a variety of peripherals such as keyboards, mice, local printers, labellers, scanners etc.  and so are required.  USB inc. ‘pen’ drives attach in the same way and can introduce viruses or other malware.  However, effective and up to date antivirus software actively monitors such devices upon insertion and will prevent malicious software/viruses in the same way it would if they were contained in an email.

Any program that tries to activate via USB will be scanned and the system will determine either to delete it or classify it as PUP (potentially unwanted program) and flag it for assessment depending on the variant. Deleted straight away or not, it will be logged on a daily report and picked up that way.
Reading from USB storage devices (e.g. ‘Pen’ Drives) is therefore acceptable (e.g. should someone need to bring work or presentations in) but writing to non-encrypted USB drives is prohibited in order to prevent data breach.  Encrypted pen drives are available to sign out from the Support Secretaries’ Office and should be returned when no longer required.  
Please contact the Systems Administrator if this presents any one-off or on-going issues.
12. Blocked Internet Sites

Sites are not actively blocked by Trinity, which has taken a position of trusting its staff and volunteers to act appropriately and in accordance with this Policy.  However, security systems may at times inadvertently override that.
If that happens and access is required to a blocked site for legitimate business purposes a call must be logged with Technical Support, who may require permission from the Line Manager and/or Systems Administrator.  Misuse of systems by any user(s) may prompt more secure measures on a temporary or permanent basis.
13. User Accounts and Passwords
Users are responsible for and will be held accountable for, all Internet and e-mail activity that takes place under their username. They must therefore never divulge or share their password or allow anyone to access the Internet or e-mail using their account (unless authorised by their Line Manager in advance).
If users suspect that their password is known then they must change it.  If a user account becomes locked or password forgotten then a call must be logged with support.
All users are prohibited from accessing another user’s e-mail without his or her explicit permission unless acting under an aspect of section 11 below.

Every user is responsible for reporting to their Line Manager any incident that may present a potential or actual breach of security, and any occurrence of inappropriate or illegal use.  If they agree, the Line Manager must inform the Systems Administrator.
14. Privacy & Monitoring
13.1
Trinity does not routinely inspect specific users’ internet or e-mail activity but may randomly audit internet and/or e-mail use as deemed necessary.
Users should have no expectation of privacy and should assume that all Internet, application and e-mail use is recorded.  All content and data on the Systems is not personal or private and remains the property of Trinity.  This includes but is not limited to e-mails sent, received and deleted (deleted e-mails are still retrievable), Internet sites visited, times of use, files downloaded and/or sent etc.
13.2 
Access to this information as it relates to user(s) may be requested or otherwise obtained via the Systems Administrator and examined and considered as may be relevant in the following or similar circumstances:
· For a legitimate business purpose (e.g. the need to access important information when an employee is unavailable, such as on leave).  At these times, the Systems Administrator will require written (email is fine) authorisation from the user’s Line Manager for them or another to gain access.
· To investigate possible contravention of Trinity Policy (usually this Policy or the Harassment, Bullying & Equality Policy) or in conjunction with an investigation under Trinity’s Disciplinary Policy and Procedure.  This may be done with or without user/manager consent or knowledge.
15. Disciplinary / Legal Proceedings
Users who fail to comply with any aspect of this Policy or that misuse any Device or System may be subject to disciplinary action.  Where that is found to constitute gross misconduct it could lead to dismissal.


All e-mail messages including personal communications and any other relevant data is subject to discovery proceedings in legal actions.
In circumstances where Trinity has reasonable grounds to consider that criminal activity may have occurred, Trinity will refer the matter to the appropriate Authorities/Bodies e.g. the Police and/or NMC, for potential investigation, if necessary without consultation with the individual(s) concerned.  Any referral of this kind may be accompanied or followed by internal disciplinary proceedings in line with the relevant Policy.
APPENDIX I – Example Guidance from a Professional Body (NMC)
NMC Guidance for students, nurses and midwives using social networking sites
Excerpts taken from guidance as at June 2012 – contact the NMC Website for full copy

References to specific SNS’s apply to all online activity.
The standard of your conduct as a student, nurse or midwife, both online and offline, is important. The way you act online can jeopardise your ability to join and stay on our register. Make sure you read and understand the code, our guidance for students, and this information on social networking sites. Royal Colleges and other bodies have also produced helpful information on this subject. You should think through what this information means for you in practice, and if needed, take steps to change the way you use social networking sites.

• If you identify yourself as a nurse or midwife on Facebook, you should act responsibly at all times and uphold the reputation of your profession. Even if you do not identify yourself as a nurse or midwife, be aware that your conduct online could still jeopardise your registration if it calls your fitness to practise into question.

• Do not use social networks to build or pursue relationships with patients and service users, even if they are no longer in your care. If you receive a friendship request from a current or former patient, Facebook allows you to ignore this request without the person being informed, avoiding the need to give unnecessary offence.

• Do not discuss work-related issues online, including conversations about patients or complaints about colleagues. Even when anonymous, these are likely to be inappropriate.

• Never post pictures of patients or service users, even if they ask you to do this. Our guidance on record keeping states clearly, "you should not take or keep photographs of any person, or their family, that are not clinically relevant" (NMC 2009b). If your mobile phone has a camera, you should not use it in the workplace.

• Social networking sites should not be used for raising and escalating concerns (commonly referred to as whistleblowing). Our guidance on raising and escalating concerns (NMC 2010) sets out your professional duty to report any concerns which put the safety of people in your care or the public at risk, and the steps you should take to do this.

• Protect your privacy. Think about the kind of information you want share and with whom, and adjust your privacy settings. On Facebook, you can adjust privacy settings to share different levels of information with different kinds of friends. Remember that the more your personal life is exposed through social networking sites, the more likely it is that this could have a negative impact.

• Remember that everything you post online is public, even with the strictest privacy settings. Once something is online, it can be copied and redistributed, and it is easy to lose control of it. Presume that everything you post online will be permanent and will be shared.

• You can take action if you find yourself the target of complaints or abuse on social networking sites. You can remove someone from your friend list and block them from interacting with you, and most sites will include mechanisms to report abusive activity and provide support for users who are subject to abuse by others. If you are very concerned about someone else's behaviour online, you should take steps to raise your concern, including if necessary with their university or employer. In the most serious circumstances, for example if someone's use of a social networking site is unlawful, you should also report the incident to the police. 
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